IN THE CLAIMS 
What is claimed is: 



1 1 / A method 




receiving scrambled data; 



receiving a 
receiving a 



1 2. The methqd 

2 first conditional 



omprising: 



first access key to descramble the scrambled data; 
second access key to descramble the scrambled data. 



access 



of claim 1 wherein the first access key is associated with a 
unit. 



1 3. The method of claim 2 wherein the second access key is associated with 

2 a second conditipnal access unit. 



1 4. The rneth od of claim 3 further comprising descrambling the scrambled 

2 data using tl^^ r 



rstyonditional access unit and the first key. 



1 5. The met lod of claim 4 further comprising recording the scrambled data 

2 and the seconc access key in a computer readable memory. 



1 6. The 

2 key and the 



method of claim 5 further comprising retrieving the second access 
scrambled data from the memory. 
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1 7. The method of claim G^further comprising descrambling the scrambled 

2 data using the second conditional access unit and the second access key. 



3 
4 
5 
6 
7 
8 



1 8. The method of claim 7 wherein the second access key permits the second 

2 conditional access unit to descramble the scrambled data during a time period 

3 including a presentrtime period and a future time period. 



1 9. The method o]( ^bteirfi 7 wherein the first conditional access unit 

2 descrambles the sQcar|nbled data during a first period, and the second conditional 

3 access unit descrambles the scrambled data during a second period that is 

4 different from the first period. 



A copy management method for coptfblling the recording and 
reproduction of digital content compri^g: 

receiving a digital bitstreancnncluding program data, said program data 
including system information .and said digital content in a scrambled format; 

descrambling said/digital content in a scrambled format to provide a first 
output including said^digital content in a descrambled format; 




providing a second output including said digital content in the scrambled 



format; 



9 outputting said first output including sajd^igital content in the 

1 0 descrambled format and the second oytf^ut including said digital content in the 

1 1 scrambled format; 

12% receiving a plurality^of^ access requirements, wherein each access 

IsV requirement can dep^Bmble the program data; 
141 1^^ selecWp^t least one of the access requirements; 
15 stt^ng the scrambled program data and the selected at least one access 



16 ^^j^^€(uirement. 




The copy management method o^laim 10, further comprising receiving 
and recording said digital content o^aid second output in a scrambled format. 



1 12. The copy managem^t method of claim 10, further comprising: 

2 demultiplexing a?aid digital content from said program data; and 

3 decomprea^ng said digital content in a descrambled format to a 

4 decompressecr state. 



^^j//l3. The copy managenrW?t method of claim 10, wherein said decompressing 
is executed in an MPEG laecoder. 

^ 74. The copy managenrpnt method of claim 10, wherein said digital content is 



content contained in digi^l television transmissions. 
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The copy management method of claim 10, wherein said digital content is 



content downloaded |rom the Intemet. 

1 16. The copy management mejKod of claim 10, wherein said descrambling is 

2 carried out in a first conditional access unit. 



1 1 7. The copy m^g^demeotlTiethod of claim 1 6, further comprising: 

2 retrieving tl^je ^tored scrambled program data and the stored access 

3 requirement; 

4 descrambling the scrambled program using the access requirement in a 

5 second/Conditional access unit. 



The copy managen?(ent method of claim 10, wherein said descrambling 
2 ^ comprises: 




3 
4 



extracting a descrambling key included in said program data; and 
applying said descrambling key to said digital content in a scrambled 



5 format to provide said digital content in a descrambled format. 



1 

2 
3 
4 




An apparatus comprising: 
a receiver to re^ive/scrambled data; 

a first descrambl^r to use a first access key to descramble the scrambled 
data; / 
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5 a second descramble/- to use a second access key to descramble the 

6 scrambled data. 

1 20. The apparatus of c/aim 1 9 wherein the first access key is associated with 

2 a first conditional access/unit. 



1 21 . The apparatus oj claim 20 wherein the second access key is associated 



2 with a second conditional access unit 



^ 1 22. The apparatus of claim 21 wherein the first descrambler can descramble 
3 2 the scrambled data Ising the first conditional access unit and the first key. 



□ 1 23. The apparatus of claim 22 further comprising a recorder to record the 
S 2 scrambled datsuanL the second access key in a computer readable memory. 



1 24. The apparatds of claim 23 further comprising a retriever to retrieve the 

2 second access key and the scrambled data from the memory. 



1 25. The apparatus of claim 24 wherein the second descrambler can 



2 descramble the 



scrambled data using the second conditional access unit and the 



3 second access key. 
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1 26. The apparatus of claim 25 wherein the second access key permits the 

2 second conditional access unit to descramble the scrambled data during a time 

3 period including a present time period and a future time period. 



1 27. The 
2 



apparatus of cl^dm 25 wherein the first conditional access unit 



descrambles thrser^bled data during a first period, and the second conditional 

3 access unit descrambles the scrambled data during a second period that is 

4 different from the first period. 




Q 3 
4 
5 
6 
7 
8 
9 
10 
11 



A copy management apparatus for controllin^he recording and 
reproduction of digital content comprising: 

a receiver to receive a digital bitstream4ncluding program data, said 
program data including system informatiorrand said digital content in a 
scrambled format; 

a descrambler to descramble^aid digital content in a scrambled format to 
provide a first output including ssdd digital content in a descrambled format, to 

provide a second output including said digital content in the scrambled 
format; 

outputting said/irst output including said digital content in the 
descrambled form^ and the second output including said digital content in the 



12 scrambled fornrat; 
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13 receiving a plurality of access^quirements, wherein each access 

14 requirement can descrarnblj^^e program data; 
selecting at te^t one of the access requirements; 
storing^e scrambled program data and the selected at least one access 

17 requip^ent. 




'9. The copy management apparatus of claim 28, further comprising 
receiving and recording said digitpKcontent of said second output in a scrambled 
format. 



5 1 30. The copy mar^^ement method of claim 28, further comprising: 
U 2 demultipleiung said digital content from said program data; and 

Q 3 deconpressing said digital content in a descrambled format to a 

4 decompressed state. 



yi^ / 31 . The copy management method of claim 28, wherein said decompressing 



is executed in an MREG decoder. 



The copy management method/of claim 28, wherein said digital content is 
htent contained in digital televishzm transmissions. 




33. The copy managemerit apparatus of claim 28, wherein said digital content 
2 is content downloaded frpm the Internet. 
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1 34. The copy management apparatus of claim 28, wherein said descrambling 

2 is carried out in a first Qbnditional access unit. 



1 35. The copy rhetnagement apparatus of claim 34, further comprising: 

2 retrieving u^e gt Wd-^crambled program data and the stored access 

3 requirement; 

4 descrambling the scrambled program using the access requirement in a 

5 second conditionaf access unit. 



The copy management apf^atus of claim 28, wherein said descrambling 
step comprises: 

extracting a descrarfibling key included in said program data; and 



4 applying s^d descrambling key to said digital content in a scrambled 

5 format to prp^de said digital content in a descrambled format. 



1 
2 
3 
4 
5 



(l. A computer readable mediurnjrontaining instructions which, when 
executed by a processing syst^m^cai^e the system to perform: 
receiving scrambled dat; 



receiving a first acces 



l«y to descramble the scrambled data; 



receiving a seconcf access key to descramble the scrambled data. 
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1 38. The medium of claim 37 wherein the first access key is associated with a 

2 first conditional access un t. 

1 39. The medium of claim 38 wherein the second access key is associated 

j ^ 

2 with a second conditional access unit. 



1 40. The medium of claim 39 further comprising descrambling the scrambled 

2 data using the first conditional access unit and the first key. 



1 41 . The medium of claim 40 further comprising recording the scrambled data 

2 and the second access key in a computer readable memory. 



1 42. The medium of claim 41 further comprising retrieving the second access 

2 key and the scrambled data f rcim the memory. 



1 43. The mediu™ £ f clahri 42 further comprising descrambling the scrambled 

2 data using the second! conditional access unit and the second access key, 

1 44. The medium of claim 43 wherein the second access key permits the 

2 second conditional access unit to descramble the scrambled data during a time 

3 period including a prLsent time period and a future time period. 
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1 45. The medium of/daim ^3AA/hereirr^e first conditional access unit 

2 descrambles the sgfarp^ed dat^.€Kjfing a first period, and the second conditional 

3 access unit descpfinri^les the scrambled data during a second period that is 

4 different from the first period. 




5 5 
U 6 
q 7 

5 s 

9 
10 
11 
12 
13 
14 
15 



A computer readable medium containing instructions which, when 
executed by a processing system, cause the system ^ perform a method for 
controlling the recording and reproduction of digit^ content comprising: 

receiving a digital bitstream including pf?6gram data, said program data 
including system information and said digits content in a scrambled format; 

descrambling said digital contenVin a scrambled format to provide a first 
output including said digital content i^a descrambled format; 

providing a second output i;?fcluding said digital content in the scrambled 
format; 

outputting said first output including said digital content in the 
descrambled format and tiTe second output including said digital content in the 
scrambled format; 

receiving a plurality of access requirements, wherein each access 
requirement can dejBcramble the program data; 

selecting at least one of the access requirements; 
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16^]&n Storing the 
1/ requirement. 




program data and the selected at least one access 



47. y/fhe medium of claim 46, wherein tne instructions, when executed by the 
^7 j^focessing system, further cause the^stem to perform receiving and recording 
said digital content of said second/6utput in a scrambled format. 

1 48. The medium of clajfn 46, wherein the instructions, when executed by the 

:^ 2 processing system, fumier cause the system to perform: 

3 demultiplexing said digital content from said program data; and 

% 4 decompressing said digital content in a descrambled format to a 

1^ 5 decompre^ed state. 

\^ 49. The medium of claim wherein said decompressing is executed in an 
MPEG decoder. 

^^Ir^' medium of claiijn 46, wherein said digital content is content contained 

77 ^ /\r\ digital television trans/riissions. 

1 51 . The medium h\ claim 46, wherein said digital content is content 

2 downloaded from /he Internet. 
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1 52. The medium of claim f 6, wherein said descrambling is carried out in a first 

2 conditional access unit. 



1 53. The medium of claJm 52, wherein the instructions, when executed by the 

2 processing system, fu Iher cau^e the system to perform: 

3 retrieving the st^rqd scrambled program data and the stored access 

4 requirement; 

5 descramblingfthe scrambled program using the access requirement in a 

6 second conditional/access unit. 




The medium of claim 46, wherein said descrambling step comprises: 
extracting a descrambliiWkey included in said program data; and 
applying said descrambling key to said digital content in a scrambled 
format to provide said digital content in a descrambled format. 



An apparatus C9f0pri9fing: 



means for receiving Iscrambled data; 



means for receiying/a^fii^ access key to descramble the scrambled data; 
means for rec^ivinj^ a second access key to descramble the scrambled 
data. J 
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1 56. The apparatus of claim 5^ wherein the first access key is associated with 

2 a first conditional access unit. 

1 57 The apparatus of claim sb wherein the second access key is associated 

J ■ 

2 with a second conditional access unit. 

1 58. The apparatus of claim 57 further comprising means for descrambling the 

2 scrambled data using the first 'conditional access unit and the first key. 

1 59. The apparatus of clainr 58 further comprising means for recording the 

2 scrambled data and the seco id access key in a computer readable memory. 

1 60. The apparatus of clain 59 further comprising means for retrieving the 

2 second access key and the scrambled data from the memory. 

1 61 . The apparatus of Glain|\g9/urther comprising means for descrambling the 

2 scrambled data using the sgj^ond conditional access unit and the second access 

3 key. 

1 62. The apparatus of claim 61 wherein the second access key permits the 



2 second conditional access 

3 period including a present 



unit to descramble the scrambled data during a time 
time period and a future time period. 
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1 63. The apparatus of claim 61 whefeKthe first conditional access unit 

2 descrambles the scramtyfecy^a d>H^ng a first period, and the second conditional 

3 access unit descrambl^^s])fie scrambled data during a second period that is 

4 different from thjMirst period. 

A copy management apparatus fibr controlling the recording and 
reproduction of digital content comprismg: 

means for receiving a digital bitstream including program data, said 
program data including system infonpation and said digital content in a 
scrambled format; 

means for descrambling saijfl digital content in a scrambled format to 
provide a first output including said digital content in a descrambled format; 

means for providing a second output including said digital content in the 
scrambled format; 

means for outputting said first output including said digital content in the 

1 1 descrambled format and the sqcond output including said digital content in the 

1 2 scrambled format; 

13 means for receiving a plurality of access requirements, wherein each 

14 access requirement can despamble the program data; 

15 means for selecting aft least one of the access requirements; 



3 
4 
5 
6 
7 
8 
9 
10 
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means for sXqmg the scrambled program data and the selected at least 
one access reqiHfement. 




4 



The copy management apparatus/df claim 64, further comprising means 
lor receiving and recording said digital content of said second output in a 
scrambled format. 

66. The copy man^t^ement apparatus of claim 64, further comprising: 

means foi^emultiplexing said digital content from said program data; and 
mean^or decompressing said digital content in a descrambled format to 

a decompressed state. 



1 /67. The copy management a^pparatus of claim 64, wherein said 
decompressing is executed in an MPEG decoder. 




The copy managemenbapparatus of claim 64, wherein said digital content 
s content contained in dioital television transmissions. 

1 69. The copy marfiagement apparatus of claim 64, wherein said digital content 

2 is content downloaded from the Internet. 

1 70. The^opy management gfpp^frajftjs of claim 64, wherein said descrambling 

2 is carried out in a first conditionyWfcess unit. 
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71 . The copy management ap|5aratus of claim 70, further comprising: 

means for retrieving^fhe stored scrambled program data and the stored 

access requirement^ y/ 

means^i^MJescrambling the scrambled program using the access 

requirerrr^t in a second conditional access unit. 

he copy management apparatus/of claim 64, wherein said means for 
scrambling comprises: / 

means for extracting a desprambling key included in said program data 
and / 

means for applying s^d descrambling key to said digital content in a 
scrambled format to provide said digital content in a descrambled format. 
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